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Abstract

In active development environments of web-based applications, back-end engineers and developers are
constantly doing battle with bad actors probing for exploits. We explore the potential of non-cooperative
game theory as a framework for enhancing back-end web development security and resource management.
Most traditional strategies implemented by companies focus on static defense and reactive methods. By
adopting a perspective influenced by game theory, we delve into the back and forth nature of the development
timeline. We assume that the two exclusive contributors to the game in this framework are the development
team and the bad actors. We finally explore whether or not the model being implemented should have
characteristics aligned with flexibility or rigidity, and what influence their implementation environment has

on the model’s final structure.
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1. INTRODUCTION

Game theory has found myriad uses in secu-
rity and infrastructure planning within organizations.
Many aspects of non-cooperative game theory have
been explored in network and IT with the two promi-
nent model categories being security attack-defense
analysis and security measurement [1]. For most
purposes within security, most of these models are
decidedly competitive and therefore non-cooperative
due to the fact that both attackers and defenders are
working to maximize their own payoff at the expense
of their adversary [13]. There is also the given as-
sumption depending upon the model used of known
information, with the most realistic and computa-
tionally expensive models being Bayesian Games,
which fall under the category of games of incom-
plete information, but Bayesian games also allow for
knowledge of the payoffs of the adversary on both
sides of the game, a situation which parallels active
security efforts and offensive plans by the defending
networks and attackers alike [14]. Through an eval-
uation function the central defender can make deci-
sions about which nodes and plans of action to take
in terms of defensive strategy. Within a network
architecture, there is a need for multiple end point
defense with moving attacks targeting different net-
work nodes required distributed responses and strate-

gies that are capable of choosing the most formidable
defense while expending the least resources. These
scenarios are also highly applicable to the exploita-
tion prevention measures taken by defending web ap-
plicable developers, however, security research has
sparsely touched game theory’s applications to soft-
ware level environments and situations [2], with the
bulk of the research focusing on active threats within
IT infrastructure and the active reactions taken by
the defending player and by the attacker [3]. The
planning of infrastructure, whether classical or IT in-
frastructure, can be shown to have some applicability
to development, in the sense that given a significant
element of software where exploits or vulnerabilities
may exist given inability to completely close off offen-
sive opportunities due to budget constraints, where,
for example given [3] and reinforced power lines ca-
pable of being disconnected by y. cyber-attacks, we
get the resulting equation:
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Where Ny, is the number of power lines, and where
. are the respective reinforcement of the compo-
nent being attacked. So for components given the
model derived from [3], we can understand the com-
ponents as web application elements, where y. could
stand for a non-specific attack particular deployment
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of Laravel, and where x. would be the respective de-
velopment hours spent on security and fortification
implementations. Extensive work has also been done
in the field dealing with software business competi-
tion, licensing dynamics [4], and development expen-
ditures in relation to business decisions, with its main
focus trending towards management science rather
than security [5]. The most applicable model within
the management frameworks is that proposed by [4]
on the game theoretical models applying to soft-
ware functionality considerations in monolpoly and
duopoly markets, where higher software functionality
has decreasing return and greater strain depending on
the development team size and budget. When given
the functionality QQ and its second order derivative
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Where in a competitive market the given payoff
is dependant on not only the other market partic-
ipant but software functionality and the consumer
demand. While we are not necessarily concerned
with consumer demand, we can model prospective
returns from security by altering the payoffs to in-
stead of profit, of conditionally decrementing wvul-
nerability to attacking players. Web-app develop-
ment has concerns with active IT infrastructure but
also software development management, where nei-
ther school of thought adequately handles the unique
issues presented particularly by the use of Ruby on
Rails, Microsoft’s .NET, Java, or other programming
languages to deploy web applications, which are vul-
nerable to I'T based attacks as well as exploits found
within the programs themselves [15]. Parallels can
however be found within the different fields, where
the [6]. approach presents a firms optimal security
investment as satisfying Equation (3):
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Where 2§y is the optimal investment level, with
s(v, z,cp(2)) denoting the investment level decisions.
Within the model the main determination of resource
allocation depends upon the expectation of hacker
effort. However, this model assumes static vulner-
ability and static developer input, with changes in
security investment reflecting broadly IT-focused ap-
plications. As for management applications utilizing
game theory models, within situations such as price
wars or contract bidding [7], where the assumption is
that all games are zero sum. The zero sum assump-
tion conflicts though directly with a model depicting

debugging resources, where a nuanced approach is
required to reflect the complexity of the model’s in-
herent real time back-and-forth interactions between
defending players and attackers. This is in contrast
with the model proposed by [6], which only concerns
itself with the shifting allocation strategy given ex-
pected offensive coordination by the attackers, where
as [7] delivers a model that emphasizes highly dom-
inant strategies even if the the attacker is currently
pursuing a dominated strategy.

2. Resource Management and Software De-
velopment

However, a consideration must also be factored
in which applies mostly to software features, soft-
ware optimization, and functionality provided to the
end user [16]. Within a model with dense features
and functionality, more variables must be considered
when reviewing potential security risks, and there-
fore the payoff and cost of features [4]. When de-
ciding whether to include function x, the decision
maker should consider the strategic important of x
not just in the marketability of the final product but
also in the cost to secure x’s implementation in the
final product would be and what the cost of secur-
ing x would be on top of the cost of adding it in the
first place. While function rich web applications are
taxing on development resources, they would drain
resources quicker given the proper security and op-
timization, which would inevitably increase the size
of the development team and thereby the cost [18].
Total cost reductions as a result of factoring ineffi-
ciencies, 07 0, and effort as a variable of wages and
working hours, the resulting equation from [19] is:
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Given the ability to estimate inefficiencies in an
abstract manner, and integration into a broader
model of calculating strategic investment in a soft-
ware development team, or that of a team work-
ing on development of a web-application, is needed.
However, based upon the development team then, a
law of diminishing returns is applied such that scale
and budget of the corporation and development team
creates a higher ceiling able to be reached by ade-
quately securing web applications before diminishing
returns on the budget expenditures are reached [19]
where the base diminishing returns model (BDRM )
is shown as follows:
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given the specific activity-on-arc environment out-

lined in [19], [8]. Establishing the diminishing re-



turns of the respective model and integrating it into a
functional model of security implementation is ideal,
since overcompensating for security weakness by ex-
cessive investment does not yield in the same level
of security enhancement at an instantaneous point
over time. The factoring of the other variables within
development costs also requires expansion of the di-
mensions of the Nash Equilibrium, where each bud-
getary decision has an impact on the corresponding
level of investment and vulnerability to attackers of
the web applications, whether directly concerning se-
curity and optimization or not [17].

3. Moving Target Defense

These abstract models lack the defensive tactics
needed to competently repulse attackers in a web
application setting, they however allow for calcula-
tion of risk and reward of resource usage in manage-
ment and distribution of related strategies, but are
too broad to be properly implemented to have any
positive affect on the security of the application. For
web applications, a distributed and highly malleable
framework is needed. Works have provided frame-
works for web application development to implement
systems that utilize moving target defense to combat
not only static vulnerabilities but active vulnerability
reconnaissance by the attackers [9]. Much work has
been carried out in terms of the utility of a Moving
Target Defense (MTD) for web applications alongside
general security research for web application develop-
ment and deployment. However as outlined by [10]
the recurring oversight by pre-existing models is ne-
glectful of the switching costs when altering configu-
rations of the defense. Within the allocated resource
perspective, while the switching cost may be com-
putationally expensive, it is factor-able into the final
development cost based upon the cost and time re-
quired to create an efficient and scalable algorithm
which implements an MTD framework. In calculat-
ing the incentive reward structures for the MTD game
theoretical model.

For simultaneously anticipating not only direct at-
tack moves but also reconnaissance, where the switch-
ing can be modeled as a Stackelberg competition [11],
where the leading party, the attacker, can perceive
and understand the reaction of the switching of the
defensive configuration for each attacking move. Cal-
culating the Stackelberg equilibrium thus becomes a
difficult task requiring of almost unimaginable com-
putational power due to the variety and diversity of
attacker strategies and sources. Where the There-
fore optimization and efficiency in programming of
the models are necessary and the optimization prob-
lem is given in Equation 2 using the Decomposed
Optimal Bayesian Stackelberg Solver, but again such
programming would require increasing costs in devel-
opment to decrease costs in server usage and runtime
concerns. [10]
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Again because of the inverse relationship between
optimizing time in development and we should ex-
pect Nash Equilibrium models to include multiple
variables on both axes, assuming that the game is
played with two player classes of defender and at-
tacker, represented respectively in Equation (2) by x
and n. The strategy of determining MTD configura-
tions from the Bayesian Stackelberg model presented
above is thus more effective in most simulations which
have switching costs from configuration alterations as
a significant factor within the modeling process.

4. Active Defense

Within the models of game theory proposed
for digital security, most focus on modeling non-
cooperative games is based upon the idea that it will
emulate non-cooperative games where one player is
an enterprise network structure and its administra-
tors and the other player is an attacker. Most mod-
els unfortunately lack the assumptions of restricted
information access, instead choosing to either games
which are static where information is incomplete, or
games which are dynamic which have perfect infor-
mation [12]. Neither is realistic, with real develop-
ment cycles and active maintenance as well as web
application penetration and exploitation being dy-
namic synchronous activities where neither party is
fully aware of all information. This can lead to se-
rious problems with applying game theory to digital
development with static models, since the opponent
has no time constraints, no movement constraints on
a turn-by-turn basis, and payoffs and goals are not a
consistent Nash Equilibrium since payoffs are differ-
ent depending on which side of the game the player
is on. So while network security models may lack
this trait, they are more deployment ready than the
models based purely upon investment which takes a
purely economic and strategic approach without hav-
ing innate reactivity or flexibility. Static models can
be useful given varying model scenarios, where non-
static strategies or models may result in exponential
growth of computational complexity from the syn-
chronous action of all game participants as well as
the nuanced factors and inputs given by both players
which factor into varying payoffs. Within a software
development scenario, static models can be applied
given the active repair of websites after discovery of
exploits, however this may not cover all necessary sit-
uations, since in early development cycles (i.e. beta,
alpha releases) and post-formal-release, there may be
a non-static non-cooperative game taking place with
the two players being the defending software devel-
opers and the attacking hackers. [20] Given the at-



tacker’s and defender’s mixed strategy:
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Payoff of the game model presented in [20] is:
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Given the set algorithm and pattern of the strate-
gies implemented by the defenders or attackers, and
the thus predictable payoffs, we can conclude that
while useful in their ability to be implemented at
scale on large web applications which have high re-
source use, the lack of adaptability and mobility may
become a hindrance rather than an asset given some
scenarios of highly mobile attackers traversing large
swathes of a web application in a matter of seconds.

5. Further Research

Within the field we have seen significant investment
into network infrastructure planning and develop-
ment using game theory and algorithmic models im-
plemented in web service platforms to mitigate risk
and create greater protection efficiency. However,
these models lack an integration of managerial game
theory which we have discussed, with the focus being
primarily on the implemented software and models
rather than the actual resources expended in devel-
oping them and the various payoff considerations that
may be a result of this. We anticipate a large possi-
ble field of study where managerial and resource al-
location decisions can be adaptable within a game
theory framework using different model styles and
techniques. Further research may also be conducted
specifically to study the game theoretical implica-
tions of applying these aforementioned management
models in high-tech and digital industries where most
resources expended in the pre-product development
phase are on software developers and related costs,
and which security implementation would factor in
as a large cost factor due to its use of these devel-
opers. Payoffs of a fiscal nature are to be considered
alongside the security payoffs, with the emulation of

a complex business environment allowing for innova-
tion in niche models which follow game theoretical
principles.
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